Job Board Compliance & Fraud Prevention - Policy prep

Technical and operational requirements our job board must meet to (a) prevent
fraudulent job postings, and (b) comply with Ontario’s new Employment
Standards Act (ESA) job-posting rules effective January 1, 2026.

Sources: O. Req. 476/24; ESA 2026 requirements

1. Platform Responsibilities: Fraudulent Posting Prevention
Our organization is responsible for implementing reasonable safeguards to
prevent fraudulent or deceptive job postings from appearing on the job board.

Required Technical Features
The platform must include:
o Employer verification controls
o Require sign-up using a corporate email domain.

o Block look-alike or suspicious domains (common in job-posting
scams).

« Avutomated fraud-flagging checks
o ldentify and block postings that include:
= Requests for payment, deposits, money transfers,
cheque-cashing, crypto tasks
= Extremely vague roles with unredlistic pay
= Reshipping/parcel-mule-type tasks

o “Report Posting” function (required for public user reporting of potential
fraud).

(Suggested)Admin Workflow Requirements

o Automatically suspend (do not publish) job posts that contain
fraud-related red flags.

e Provide a dashboard for compliance review and escalation.



2. Platform Responsibilities: ESA Compliance (2026 Requirements)

Under Ontario’s ESA changes effective Jan 1, 2026, employers with 25+
employees must include specific mandatory information in publicly advertised
job postings.

Required Fields (Must Be Enforced by the Platform)
The job board must not allow publication unless all of the following fields are
completed for Ontario roles:
A. Compensation Disclosure
o Employer must list either:
o A specific wage/salary, or
o Arange with a maximum spread of $50,000
o Exception: positions with compensation over $200,000 do not require a
range.
B. Al Use Disclosure
e Required Yes/No field indicating whether artificial intelligence is used to
screen, assess, or select applicants
C. Vacancy Status Disclosure
e Required field to indicate whether the posting is for a current vacancy.
D. Prohibited Language Blocking
o The system must block any requirement for “Canadian experience” or
equivalent phrasing.

Technical Enforcement Requirements
To meet our obligations as a platform operator, the developer must ensure:
« Mandatory field validation
o Posting cannot be saved or published if required ESA fields are
missing or invalid.
o Automated content scanning
o Check for prohibited “Canadian experience” wording.
o Check for scam-trigger phrases (payments, deposits,
cheque-cashing, crypto tasks).
« Conditional logic
o Compensation range field enforces a < $50,000 spread unless
employer selects the >$200,000 exemption.
o Al /Vacancy fields must always be explicitly answered (“Yes/No").
o Audit & logging
o Store posting versions and compliance checks for at least 3 years,
mirroring employer ESA record-keeping obligations.



(Suggested) Administrator Review Responsibilities
Moderators must:

Review and approve postings flagged by the system (fraud or
ESA-non-compliance).

Reject or request corrections before a posting goes live.
Respond to public fraud reports within 1-2 business days.
Immediately remove postings confirmed as fraudulent or
ESA-non-compliant.

Summary: What the Developer Must Build
Your web developer should ensure the platform provides:
Mandatory ESA Compliance Controls

Required fields: compensation, Al, vacancy
Range spread validation

Prohibited language detection

Employer compliance attestation

Blocking of non-compliant postings

Fraud Prevention Controls

Employer domain verification
Fraud-flagging content filters

Reporting mechanism (“Report Posting”)
Logging and audit support

Admin dashboard for moderation
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